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IR VEBRE i 1 K4 27 {2 R ITH & BTk , B
P24 VE It R0 3 K B R AL TR AT, B R Y
H 325 77T AR 3 E 2 (Norris et al. ,2019) , FHE
JEE R A IR VEIRER B ( Global Anti Scam Alli-
ance ) FIEHE IR 55 J& HE T ScamAdviser HBK & BF5T,
2022 4F-8 [ #2023 48 A M), £FRVEwmE R 2
Dr R A4 1. 026 JT{C3ETC, %A BEEE &
F 2021 4 553 42,3670 2020 4F: 478 {2 TR £3R
TEYR 5 i ( Global Anti — Scam Alliance & ScamAd-
viser,2023) , 2021 454 A 9 H,JEF R Bic &[]
ST R E M E VEIRILIE TAEE R EE I -
SR T EPESOAE SRERE” R S EA
B, CRBRBEERHEKELELZERREE,
2022 =4 J 18 H, ik e Ip NT  H F B IMVAIT
BN & IS SR T ISR 4T o 16 B A A5 P 4% VR D T iR 40 3R
TAEREILY IR, B mIRiT L IS L VA, 55
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W= 24 I o X 32 3 N R T 1 R o 5%
OHGE. R, Wi &8 ABREEFEE o
TR SR H B B AT . 2 HAE S TESR
A B E M ST AR ER VER M H BT,
BAAEEMBE A TR AREE A 2 H AN A
SERHE , SR & G0 B9 2R I ) 2578 455 i T 5 s vk LA
KB R IF R VESOR (£3,2019) , Bk, E5H
DR FRAEELT T TITHILREA AL EA
RILRBMR KW X ZRTE, BT #FE AT
SRR b i #th 2 RE T (E R Y, EHFIE, 2021)
M HEAE IS TER A —ERE L RZHF AN F3haligsh
Z 5 HZS R, B 5 945 VE IR Y 33057 2 A
L 247 B e A , A0 FR 5 By [ e it 35 T B % % , Bp
UL, BRI SRR E, EREENE, A
B ENIPRT S EBTE AR TER R nfa]”
MR B A R, B HAS W 28 VE SR 2 LA
far )y S 52 3 B FI T 5 e R AR At A g
AR g BN VESAE B 55 . QnRBLZ SRS 1)
OIS AP BEE S, IR IT & B A5 W 28 VE IR
FARs2 TN B BUSOR 22 R AT Y740 (Norris et al.
2019) . Bk, 2y T B R0 AT o RSB E A R 4%
VESRALEE, AE A L ERABRR BEMETERT 2
EYN T RSN RS- LS E Y
B AT AL, T ) 8 S R AT o VE ORI T
I 45 % (147 1O X SRS o
2 HBEMZERIZEA IR OEY

LR AR R FEA WA B RETERZ EA
Pl B SR Y BV o R A0 i T T R A 2
( Elaboration likelihood model, ELM) . j§ X XN—& 4t
PEFEAY ( Heuristic — systematic model , HSM) ,
2.1 Htmbe TR AR

K& 201 A] B MEAR B B B — PP A AR B, 2
—MERMIER, EX AT AN HEER
PR Lo TR AR TR . RTE R
X 2 IE R A4 A, 5 3 W 5 2 O R 4R
BRI EFEWGEE. S0 T gEMELL, s
N LHHE TR RS BRI AT H IR, LA %
B . DIAEBE R LA SR 1S m i~ AR
AR B BIZS B AW 5 R SRAT Jy , BETT- B LAR
PE IR L1 008 BE A7 AE 22 5 (Petty & Cacioppo,
1986) o T 25— A A oo B A 0 A5 ST, T
TR IR IR, 23 A 2, B
& (attention) FIAE 40 /il T_ ( elaboration ) , — 4~ A
TR BE R AT T 5 B B S T R I S AR BE BT
PSE I, T MR AR X ST R AT Se 98 AR 2
[ EALER RO WG4 T R A AT o Ja-
kobsson (2007 ) KJWF 55 &I, 52 F N Z B LA gk, &=

BRI ANZHENBA EE R M 244y 40 i 7 HR kit
PR R SRR AR . MRS AR E MU RE B =
BT REMIZR R (ELM B #8) , T ELRRAI T DhaE
ME I8 AR T P-4 , BPREAT ELM RS 48 Tt
2. Vishwanath % A (2011) FIBFFE 4L 2L, 46 44 0
T M 45 4 8 5 R M E BE R & R 4
KOV , % [0 107 47 £ R4 P W) RE PR AR . &5
b RSN T AT e PR AL FAR 7 E AT L fE 4%
TEm BN T HIRE T M EE N RRIELR, BN
EREBHE M ERGERLERWERRE, UK
B R A5 2 el 4 i — 2B AB 4 i L (Harrison et al. |
2016) ,

2.2 BEX—ARGHEET

g Tl Rt R —E, B A —R 4
PR [RIRE B2 —Fh Ul AR B , 2 —Fh (5 8 0 TAR
A, e B AaEmME R IR R TERNE X
KM THET RGN T, BEImTER
T B SCHERT, IAT N TS B, R o P el >
b OB BRI, T AR G0 1 0 B 0 T B A 4y
Br, AT TR B EEE, S AEZ OB TR
( Chaiken,1980,1987) ., B8 ZWHFFX T, B &K=
T 2 T BRI XU P4 , 32 T o 454 A0 DA B
APFRVEE B PR, SR AN R B THREMKIE
I ( Jomes et al. ,2015; Vishwanath ,2016 ; Wang et al. ,
2012) . HAEWVFR A, W25 0 205 8 5 iR
T HARZ F EXE B AR Pes (E A HERf 5937
ik 48 R I % (Luo et al. ,2013)

WA, ETEBREMNBTERNE RX—RS%
PERR R U 410 L AT e MRS R [R] D Ui AR (45 S0 L
B, AR EZRBEIT T ZHEZEBXR,
Frauenstein F| Flowerday (2020 ) 1A 25 %5 48 in T. 7] fg
PEBLRY ¥y ot i T AR BT B R B RO At T
R, AERE AR —REBE T REM N THE
BRI, WA T e AR, B 1T BT
EWAMEE R R ERRBAIN T, WAER4nm T
B, S oo i LB R R S fE BT R 56
AR E R n, i ek ARG HE BN
T, MR, SRHEHE N TEERN, A EREETT
R, WAXME R ICRFTREH I L, X MUE K AX—
RGAAIT R RN T BARTT 5, X444 g
PP BB A5 R TR T R R Y s ik Y T BEFEH AR 2
SEHEFA M E BB T, #FMSRREENT,
R APk 5 52 E AT BB
2.3 THBEQEREERCENF G RAER

RE ik HSM FHERE 5 1k SRS W R g 3
WAL BRI AT RER A A, H 3 ER R A A~ A TE
NV IR A PR B AT BB SR AR SS 1 A5 B o5
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Ko HSM Mg Bk 5 NS H R BRiEE A —
Bt (Cognitive miser) , B\ AN R IE B4t
ST R T A AR, i 1e) Tl e 2 =0
THE AL TE S, B 5 T 774 & Fil L ( Chaiken,
1987 ; Fiske,1992) . TR GBS WA A AR
Wr5E RS RERGE L @2 HESH,HR
gt 2 W ptRE a3, 3P R R 1 T S 44
HEBETRENE AN EENGRY, RE
2 WM RE A I LIZE 85, BRI, HSM X HL {5 0 2%
VEBwAIL G PR, PT g A 25 QT 5 T SR 43 4 1 XL
RGEHICELR S A EE (IME %,2007; Chen &
Chaiken,1999)

BB X & Gt BH1E ( Dual - system theory) , X HRX
T3S, 2R NN EI T — D E LIS
], Epstein(1994) & FI\H—25H A RIS,
MEFPARIIN TAETER AR RS, PEAR RS
( Experiential system ) FIB 4% £ 4t ( Rational system)
HIE 2R B AE S, In TRk, 5 ARl
R/ 5 T a2 B 2 HOSZ B A AT, I L BEA S
B 5 ABEEZHNAEIE, Evans(2008) #f— 22K &
B RGMEAE A 2EA 1 (Type 1) BIRSGE 1, 4 HERS
WEFE NS 2(Type 2) PRS2, I HEMERL 5K
Hr SR N T 28 B R [R] B A7 AR I AH 4k R HEAE
F, HA 2 1 TR TR BRI L
T 2002 4Ei% DUR &35 2% %245 & Kahneman (2011) T
KRG | B AIREE RS, KRS 2 R AE R
HERGE I R INAE 47 4 W 5 e SR R AR EE R
B R G 256 FNE 25 B 0 A ek s, A B
W IR . BARNANTA LIS B8 B4t RS 7t
[E] R i L R SR R B P (E AT 3~ 15 T )
FPEHE R G W 2 56 06 W T R X E T
Wro ¥FZ, 252 BATREX RS | (W E R M
T 58IE  (HIER G S AN RR IR Z R, X
—INRERT BEXE LA T R 1. IRIBEN ARG HEIE, TR
G VESR KR GR A E H , T 2 Al 28 75 = (1 %%
FRRER) K (TS B TR EHERR)
BB iy (D AR F AR ) , 38 2 Dhit B
S CRIT R IR B BRS T S REE) S0
AN VESRA I H AER S R 2 R 1S R R 3
BL, (AR R/ 6% PR SR IR R I8 3l 4 B =X
T, T B TR R A &80 1, & 80 Ik
FAmZE T Y329

Bl AR G ERIE T A HERE 5 SR i ) E
EWMBEEIS IR R R e R RINE A&
A R IR A BN TS IF AL R (De Neys,
2017,2025) , P R4 1 BRRFES B4R 8 &= m
T, A5 AR ORI SRR 22 1438 38 B % ( Charbit

et al. ,2026;De Neys & Pennycook ,2019) . T &R 4% 2
W R IR R R WA RIB BT g XS
SR T (Pennycook et al. ,2015) , [R] B, TA S X
FE (Cognitive reflection) WA NE T £S5 2 ik
W41 ( Meyer et al. , 2024 ; Stagnaro et al. ,2018; To-
plak et al. ,2011) , FEHZIHYE, X B O TEMR
J2 TN XZR G AT 0 p P R 4R 1.
i, De Neys % A (2008 ) i Bl 2y B P 7% St Pk AR 4%
RERER T H 2k L ) Z W ] R A A AL, 5 3R B, K
R 4 MO R A 9 TS 7 B3k AR R 2T i B
Rz R EEAER. Vartanian % A5 B) 2 R P %
PR RBER T T AR SR BB ) 22 R e 5 e & =0
Fofin 22 (HLLR L) Z B Tl R AR, R B b2 1]
T 5RTINE [ (anterior cingulate cortex, ACC) [ EE
ST AH O ; 75 A 0 5 B 5 ( Cognitive Reflection
Test, CRT) PP/ MLl 2 5 & o, vh R 5
J5 F07HF [8] ( posterior cingulate cortex, PCC) f) 55 5% I
ARG, T E PCC ¥ 38 2 BE 5 78 w52 [] RB 4 [|] 1
CRT P2 WA R . WA, CRT PF43 A T vp 22
[Bl & PCC B #7578 /& ( Vartanian et al. , 2018,
2021) . HEEERMRGHRMAIAKHERE, EL
R 22 F A LR R A A R B R IR B SR (LD
1) DA B 17 4 e L ) 25 T AR e SR ANt 2 N
FiZ %18, ( Bago et al. ,2018 ; Bonnefond et al. ,2014;
Eldar et al. ,2021 ;Ribeiro et al. ,2026)

g5 LRTR R YRS 4R VR AE G Y
W= E R Z RGBS HEZR T B FLEA 5% ( Shang
et al. ,2023;Xu et al. ,2025) ,{BAEXt T RiTiA ELM F0
HSM, BUZR Ge 36 % H 15 X 45 VE O Lo BRI 1) O A R
FIFTRETE SR , DR Ry AN 18 R ) B i 2 45 B L £ T
VRN , 5% 0 E T X VESR(E B AU S EBI R4 1
(17)a A& O X5 2k KU 347 90 26 PEAG , T B 215
IR SE 2 W40t 20 T 47 38 2 TR 40 3 DF
flio EXVEIEM T IIE", @ E RARLL S
Wt s 22 LM MEEA SR N ERZ EE
3 BEENZKERZIFARROZMER

BT OB 5T AR A X AR P 4 VRN 32
A IR R FH1T T RIVLIEHR, Hh L
2 N D GE T A4 AE O B RRAE 5 A8 R L A
TRV A5 P 28 VE U 1Y) 2 B Pk (R A
3.1 RREMAEFRIEFANACELE

Ross 28 A (2014) 43 #7817 1993 &3 2013 £
[ 3 ] JU o0 B RV e 22 1 R A AR , R IR AT
TESE AT IE B AE NI Z B4 H o Burnes S5 A
(2017) £+%5 R E S AEZ S RVF I L 28, %
BT R 41711 AK 12 BT T o004, 4551
RNEEANEZEMEWMMEZERARN 5. 6%,
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Shang %5 A (2022) % 21 45 3¢ W 26 VE Uit 1) 48 48 22
RUFFEHITT RGEVFR, FFERAE KW ETFANEY
P BV B W, 22 A TE R 1S 5% A AT R
ZEIAHIN T B A2 LRGSR W55 2
HRERERMEN, R — € W2 e gs P (g,
BEUN,2020) , (R G IZHE AR B 05 P 28 VE O (8] R4S 2
E WA EARFRE RN E K Mo, BRI (2017) 2347
THEERZEENAOGTFSEE X, Bk
EREETERMIILGIES Tt BEERZES
S ARG, o, 990 57 R ZH
FREEWMEETERGERE N B EMARX, M Whity
(2020) A& 7 3¢ = 59 P 4% VE U 0] B, & B — ik
Ui, BYERZHE PR BT 7 R M 48 VE Y ; [7]
B, A R VRIS B (132 & FrAE P 22 57, B and
VRIS F 2 WA BB 8 Bk, T B R VER %
FEELRELEHZHETRERM. &1, 5T
P {75 P 2 VR i 1) R 4 Ak L % £ R 4 A% DA Bl
JRTEAE B A, HZ I E B R A B A R
M ELRHERR, BEMESEHZE S &L
FER
3.2 wATW %I FAN SIS ARSI

KX AE M 4B VE IR 52 A B O BEARAE 3948
WA SRR AR B Z — 2k, #1140, Jud-
ges SN (2017) WBFSE R B, HARZFH A, VEYW
ZEFH AR BN R GE ) BARAK - B3 55
e R AE LR AG 52 A0 . Whitty (2018,2019) )
PR R, TIEETEME DR VERX —FEEERT,
HRTEE T Z MM IR VEZ FERE AT, s P 3l
P B R AR SR KT LA B35 P g At e , 349 7]
B4 27 8388 00 45 VB ) B 8 L0 FRARRAE 5 LA
X T @2 W, WAV F & MR TE1R
BEEM, FEMBEFEAN2021) 35T HEERK
FHENBRERSERZEZRARR, RKAEAR
*hgr G AR NS B AG R4 G ol
ERZEH

Frauenstein F| Flowerday ( 2020 ) # 4 T 4152 &
st L R 4 40 ) R, 25 SR R IR 54 (con-
scientiousness ) X} Jg & =X 78 5 52, 36 T 3 34
FP ARG W9, T B AME: (agreeableness ) | fiff 28
JBi (neuroticism ) \FFHE (openness ) WX 5 & =i T
A IE TS M, 3 T 5 0 P VR XU, Ge SEA
(2021) HF T “ R AL” A AT 522 W o9 28 T 7 S 49
MR 2 B SR R L 2 FE B AT B B4y
IEEFE RS ST I E R AR ARE . 45 E,
AN REGE ToR R A BRI ST AT R
HLE 8 VESR 32 5 & M S EL O SRARAE SRR

3.3 BEMBERTEANCEHHEE

Al (5 P VD O BF R AR T 3 H 15
KVEINSZ FE A0 B SRR, gL Sl
{55 40, Fischer 5 A (2013 ) 434 1 HUI Bt J=)
HMNPERCIRIRNER A A A B 1
FHL AR AR TR 45 5 0 B B 5 SRR PSR i
i, JE T 5E AT BB N VRN 3% F & . Kircanski % A
(2018) #4171 M B ARAR 1% 4% (high — arousal posi-
tive emotions , HAP ) F18 M FEIE AR 15 2 ( high - arous-
al negative emotions, HAN ) W 115 45 55 {4 X1 VE U 5
REME R RN , 25 5 & BUARRT IG5 4 e FE 251, =i
PEATUR 15 45 F e e B VS AR 1 28 BB 3 IN T 2 5% 1R
HILART S R AR, T H X S i TE 8 AR
NHFERAZAEEREES . AL, AEBEAN
RE T AT R 48 MR R S5 1, AT BT R B 3K TR 3
KT AN, Shao A (2019) & T 254 1 E
ZHENER S BAERZmME R, 585 RENEAE (cre-
dulity) , TiAE— & AEfS4E (general trust) , ZZ4F ATE
B IRAE I EZE RS R . 250 (2021) 4R TT T
BETEmIEE N2 F N HRVEE B WEZ B E A
ST ERFRR CHIEARNEREEU R A S
RFLIESHIEREZFEANEREEREZER
JBIEEKE) Sy, ST i M4 VRN 32 8 E 50N
AR AR E RS BN/ ESE
F BB AR5 A , R B AH R 15 25 R T , R AT
B3 B N ) LR R ML, B 285K B VR IR BRI 19
B (PR 55,2023 X5, R4, 2022 X R
4,2022) , PR B AH G SLHERF 53 7™ AN /2 ( Norris
& Brookes, 2021 ) , A It 3 75 BE R A H & 48 19 S HIE
i
4 BEMKIERSZE AR5 R

Bl R 15 P 28 VE i A T B VE B0 TR AE 2 3RVE
BN H 22 B85, LA g2 AL S A B2 AH R
MR EE S RIER NS VEmIE T — B e
R E M 8 B A AT 40, FE R R T 90 S
(2016) H:F 2012 AR WAt 26 # (East Asian So-
cial Survey, EASS) ¥4, %t o [= KRl . B A< 58 = A
HEEGE X RAMESEEERTT RS54
BT, BER R A HIX R BN R E R E 2B,
TR A AN AR R, HppE K
B RAKT A IR TR AR MELE. X—&
A B T R4 X0 b KBl AR B o E & Vb X
BREGETERIS M L EVLE, EVEwR & R R K
B BRARXT A SRR TS F A, 8 B Ak
2 RAT SRR IR Z & A E AT, BE T G
AJRJR. FiE(2019) 434 T M B EIR 5155
ERZEMREZE S, DB EMETERILTEESR
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SEARS PR N S M B ARAE , X A 5 Y
RVRI AT fE E PR TE S IR TR RE B, A TR 2
H {5 28 VR DR B 38 70 7% B LS S 5 P, B T
Bh A BES) AR A B, DA SE el 0 5 VR B
B A VEWAT R RS ES VR R SR IR T
5 B9 H 5 o

BEXF 2T 25 A T A 1 15 R 4% VE B0 TR T 38 ik,
B AL, R & E BUR A TR
XFHFTEARATERMEE N &E. —m, &
BUM BB T 50 B (5 RS TESRIB TR kAt . 4
an,  rh A N RALANE I A5 M 2R YRR ) © T 2022
12 A 1 HIERMAA K, Hesh, 2 EPEERT T
PR 1 B (5 P VRS ZE AT TR 2 T I
A A HXEERTREGBEAT LBEMAF.
BRAT B SCAT AT, 3o 25 Rl B AL PR 15 0 4% VE S (1 LTS
B0 X 45 HuhE A A R 25 {5 B REEE B D7 i T
BRI B EIE M . BRI B X 2
VEYR# O A3 ETE L b B H A5 R VRS AR SR 1T M o

5B —h A% B WS VERIB RIT MM ZE
N, FEHITMER AN FERARMEENBET
FBARMET KRG AL R ELBTAS i b7 By &
FL {5 P2 B AR FRRE B, IT 0 Re 5 B 247 5 I B At
TR R3S AR R A AT TR B 5 P 25 VR IR 1Y
TRMEES) . BN, BN T 88 S M IR 48
B FELMATEN, RIEFEE S EB LM
ATV LB AR B TERREER S
TR SRR B | Y IR R R TR R VE SR , AH G R
TR B X IR B & 2 & K FBL A5 R 48 VR B 25 U AH 41
GHIENFEH T AT I,

AN, TG B3R R VERE I A AR S, 75 2
BRI EBEMATERZEA 85 BB R
MEES] o ITAEIRLALBAF AT 0 AT Rl SR T
TR SIERSE A P R VRS 52 5 A 2 B E Y o B L )
HRmBE R, DR SRR 5T 45 58 41 2 v] L EUR
RS0 B AR B O 1147 FEL {5 PP 4% VE Dl L %) SR . Bl 4,
Peer 5§ A (2020) B F17 R &5 2= B B HERRIS , AR 4R
A — 5K XU #% ( General Decision — Making Style,
GDMS) FIIA F1 75 3K ( Need for Cognition, NFC ) 5 &5
BB AR B AR 3R 7 15 8., LA IR P 150 o i T
R, s s R Z B N B RS T
BEESIIB B . Wen 55 A (2022) & Joa i Xf
PR VEZ FH AT WAL VIR, B E T W%
B9 SRR AR B A0 2R DAL (28
WNR W IR ZETBEA T, REETT
PSRN R IR BE P 45 VE O 18 32 53, RR A= X TR
P RO VE IR Z F R o B TEISC A I gkt T
TVESE IR , 45 SR AR Y R B 0 TR 1R R A RO

SR T TSI MNE, B B E 2 IRV E T
STk
5 BERKEROCEARTNRE
5.1 A BAZPMLERSERTHRRZL

HHT TR, P 1 F A 0 4 VE O 52 3 B B 1
MRETEFE=ZSAR. AL CAWTIENREE
EREZREWA OGS IHZEE Fie LERES
A5 M 28 VE U 2 B M R A D0 B, AR 0 SETE RS
RGRITE [F P VEINZ F AL R 50
¥3h J1 % P % ( Nomris et al. , 2019; Shang et al. ,
2022) o HIR, BUA T A5 P 4% VF O (¥ 330 B R
(ELM 1 HSM) JCERUR 5 BE R B 16, (A B B B {5
W28 VRS X —FFik B VRS 5 2 B A EAE IS
B, H5 R RERAAERRES . BEEMN,H%
R B E VRN 45 % EA M OB AR A
HURA N ARE T 755 56, B RN KB WL G 454
WZEPRER . BEib, RRFR 2 FTEGIAA ShPLA
1B 48 2 T I 5E B R ) 55 L 2B Lo BEATL A (400
MR, 55 =, PR N L A5 P 4%V Ot B Y15 S 11
P Bl AR 55 2 T S TE R B 52 S5 390 7 %o SR =2 ) i 9
FEE, —HE, BN AN X EAE P4 VR DR ) K B
YO0 SRR AR — MR AL, (R IS o E A P 4 VR O
MMULEE L JERTHT, T H AP VERIS A BT ST X
W% EAN RO RSE; A —TH, WA RTHE
P 2%V Bl () BIF 5 X0 LA 2 RS A Y A 32 Bl B
VERE IR, AHOC By T 52 Bl o R VR B =
RIG R EER . IAh, M (s M B 1E
WX EE RN E T ER B S EER NI
b AR E R M A R 4% VE R A2 TR B LA G
ARG W SR B 5T (( F i, 20195 Wang & Topalli,
2024) o TIXT LASERE Al A BRRRIE 1R FR A R 4%
VEYR , 52 9 T VESR R O B R TE AR FIR R , X
A5 B S WP YR R VE R SR RE ) F3hiRmk
IR VEIE R AR B, WRRA R
¥ Gallo et al. ,2024) , ik, JEEFHLENBFEMR
B 40 AR 1 — 24T rAS M B VE IR 32 AR Y 0o 38
ML, F A X B T TR 5 o
5.2 #ZMEERBERTEFAMBYCEIRS
A7 A HuH] 0 AR A

g5 BATR, T OC T B A5 P AR VRN 32 5 B
OHHLE SRS R AIAE X A B, BAFH R IR
GEIR ARG YRR SY, F 40 4% s AT AL 251G A
PNIEMSE OB R, BT I, BF DL
G SR I RUR L RIS AE Ry F 15 M 48 VB 32 5 A
TVEBE S MBI HESE , A2 A M 5k Sl
FIAS [ 28 B 55 6 B SRR A DDA, A s
1 7R R R A P 2 VR O 32 3 B O B AR



478 i BEE R

2026 4E

FT AL S RN R SR,

|

B = #
] n Rl | S
%

# RAOES A
® 54
& i
B i

REPMEER

YL 5 e

XHERAR R IR KT

15l

X YEdR (= BT T

g F 8 =m > o

PATTIRE T ISl

Bl BEENAFRZEAFKRNCETIESTHNHNESRE

YRR, BUSE o e A5 P 25 VR I 32 T A 1
FEIRTHITVEREH LRGN TEREER, ZFAE
REEAMHRRE T YIFEA MR 0 E S, H7E U
A S HRER ML B IL S TR E R E K
FRRE RS LBl , B SR 2 R 3%
B RG5O m AR A — Mo iaEE. &
R, EAESERE I iR m B3 PR
H TR S-S AH L ) 28 e, X PP A5 3 ) Y
UL GIRHE S RBEIRE RHRGE | R MR 2
Frvpali, RV R R R 3N D@ 2 A, (AR TE
ZRRO PR WE WAl REE MLk ATVESRFEBE .
R, Z WA EVEw & T35 1 X B R AT 8 A s T
i, RS 2 B a8 — & 4R ER .
17 AN 5R 52 B B AT 508 (A 0SB A AR A,
SR BT HO B AT BRAE 24T, % LR R
AT RN ML, e 28 W i 1) VT REIE B B
VEDW 1B 5

SE L

BrRard, e, R AR, ST, (2023). WA VRIR A0 T 2R
& RMAER BRI LT R ER IR 4R
(AR , (2) ,94 - 106.

ferd, PoERAN. (2020). E4E A Z SIS ST
B O PR ,26(3) ,208 —218.

ZHE. (2021) . LIFTEE R TR EAKEREERZEE L
Hor AT RBRGE. BB LAF ,65(7) ,90 —102.

NE ,ZELF  BRBRAT. (2007). RSB WAL —H AKX
RERGTRR. LBPEHE 15(5) 721 -726.

JETE, FIEX. (2016). VRS 55 EAOAE S HLH A7 —LA
HEEEEREEETERAR NB. £ AR815,39(5),97 -
103.

EIE. (2019). B fE M4 VIR AE AR B AR B 1 SR BB 2.
PEANRBALRFFR (FEPERR) ,35(4),1 -10.

ERIFALYTRE. (2021). R E 90 FE A SAMEREZ

WE. fTESHE,(1),113 -121.

VPR, EEEAR, SR I, . (2021). TRIRZ ER¥ AW
NASHEIE. of E OB T A Z4 ,35(9) ,775 - 780.

BB (2017). MR TRIM R Z F AR TZIEDR . B T2 F
NEFRBG T . o EHEF b #IR ,137(3) ,57
-62.

R B (2022). BB VER T E F X I E mE R
EBHRIBNE. F EEFFHE P 41(3) ,102 - 112.

RE I, PR (2022). AR RS P 4E 2 I E HI1R
RO BT 9 4 90 J5 A5 VEDR 320 & 1Y R
et FEEAEDTIE,(3) ,49 - 54.

Bago,B. ,Frey,D. ,Vidal,J. ,Houdé,0. ,Borst,G. ,& De Neys,
W. (2018). Fast and slow thinking; Electrophysiological evi-
dence for early conflict sensitivity. Neuropsychologia, 117
(16) ,483 - 490.

Bonnefond, M. , Kaliuzhna, M. , Van der Henst, J. B. , & De
Neys,W. (2014). Disabling conditional inferences; An EEG
study. Neuropsychologia ,56(3) ,255 —262.

Burnes,D. ,Henderson Jr,C. R. , Sheppard, C. ,Zhao, R. , Pille-
mer, K. , & Lachs, M. S. (2017 ). Prevalence of financial
fraud and scams among older adults in the United States: A
systematic review and meta — analysis. American Journal of
Public Health ,107(8) ,el3 - e21.

Chaiken,S. (1980) . Heuristic versus systematic information pro-
cessing and the use of source versus message cues in persua-
sion. Journal of Personality and Social Psychology,39(5),
752 -766.

Chaiken,S. (1987) . The heuristic model of persuasion. In M. P.
Zanna,J. M. Olson, & C. P. Herman( Eds. ) , Social influence :
The Ontario Symposium ( Vol. 5, pp. 3 — 39). Lawrence Erl-
baum Associates.

Charbit, L. , Boissin, E. , Raocelison, M., & De Neys, W.
(2026) . Emergence of the smart intuitor: How cognitive abili-
ty shapes adolescent reasoning. Thinking & Reasoning, 32
(1),70 -91.

Chen, S. , & Chaiken, S. (1999 ). The heuristic — systematic



FEA6BH S W

RIS RERSTERZE AN LIELH SR mE R 479

model in its broader context. In S. Chaiken & Y. Trope
(Eds. ) ,Dual — process theories in social psychology(pp.73 —
96) . Guilford Press.

De Neys,W. (2017). Bias, conflict,and fastlogic ; Towards a hy-
brid dual process future? In W. De Neys(Ed. ), Dual process
theory 2. 0( pp. 47 —65) . Routledge.

De Neys, W. (2025). Defining deliberation for dual — process
models of reasoning. Nature Reviews Psychology ,4(8) ,544 —
552.

De Neys, W. , & Pennycook, G. (2019). Logic, fast and slow;
Advances in dual - process theorizing. Current Directions in
Psychological Science ,28(5) ,503 —509.

De Neys, W. , Vartanian, O. , & Goel, V. (2008 ). Smarter than
we think ; When our brains detect that we are biased. Psycho-
logical Science,19(5) ,483 —489.

Eldar,E. ,Felso,V. ,Cohen,J. D. ,& Niv, Y. (2021 ). A pupil-
lary index of susceptibility to decision biases. Nature Human
Behaviour ,5(5) ,653 —662.

Epstein, S. (1994 ). Integration of the cognitive and the psycho-
dynamic unconscious. American Psychologist , 49 (8),709 —
724.

Evans,J. St. B. T. (2008 ) . Dual — processing accounts of reason-
ing,judgment,and social cognition. Annual Review of Psychol-
0gy,59(0) ,255 - 278.

Fischer,P. ,Lea,S. E. , & Evans, K. M. (2013). Why do indi-
viduals respond to fraudulent scam communications and lose
money? The psychological determinants of scam compliance.
Journal of Applied Social Psychology,43(10) ,2060 —2072.

Fiske,S. T. (1992). Thinking is for doing: Portraits of social
cognition from daguerreotype to laserphoto. Journal of Person-
ality and Social Psychology,63(6) ,877 —889.

Fravenstein,E. D. , & Flowerday, S. (2020 ). Susceptibility to
phishing on social network sites; A personality information
processing model. Computers & Security 94 ,101862.

Gallo, L. , Gentile, D. , Ruggiero, S. , Botta, A. , & Ventre, G.
(2024) . The human factor in phishing: Collecting and analy-
zing user behavior when reading emails. Compuiers & Securi-
ty,139,103671.

Ge,Y. ,Lu,L. ,Cui,X. ,Chen,Z. ,& Qu,W. (2021). How per-
sonal characteristics impact phishing susceptibility ; The medi-
ating role of mail processing. Applied Ergonomics,97 ,103526.

Global Anti — Scam Alliance, & ScamAdviser. ( 2023 ). Global
state of scams report 2023. https.//gasa. org/knowledge —
base/reports/global — state — of — scams — report — 2023.

Harrison, B. ,Svetieva,E. ,& Vishwanath, A. (2016). Individual
processing of phishing emails; How attention and elaboration
protect against phishing. Online Information Review,40(2),
265 -281.

Jakobsson, M. (2007 ). The human factor in phishing. Privacy &
Security of Consumer Information,7(1),1 -19.

Jones , H. S. ,Towse,J. N. ,& Race,N. (2015). Susceptibility to

email fraud; A review of psychological perspectives, data —

collection methods, and ethical considerations. International
Journal of Cyber Behavior ,Psychology and Learning ,5(3) ,13
-29.

Judges,R. A. ,Gallant,S. N. ,Yang,L. ,& Lee,K. (2017). The
role of cognition, personality, and trust in fraud victimization
in older adults. Frontiers in Psychology,8,588.

Kahneman,D. (2011). Thinking ,fast and slow. Macmillan.

Kircanski, K. , Notthoff,N. ,Deliema, M. ,Samanez — Larkin, G.
R. ,Shadel,D. , Mottola, G. ,. .. Gotlib, I. H. (2018 ). Emo-
tional arousal may increase susceptibility to fraud in older and
younger adults. Psychology and Aging,33(2) ,325 -337.

Luo,X. R. ,Zhang,W. ,Burd,S. ,& Seazzu, A. (2013). Investi-
gating phishing victimization with the Heuristic — Systematic
Model; A theoretical framework and an exploration. Computers
& Security,38,28 —38.

Meyer, A. ,Attali,Y. ,Bar — Hillel, M. , Frederick, S. , & Kahne-
man ,D. (2024) . Cognitive reflection is a distinct and measur-
able trait. Proceedings of the National Academy of Sciences,
121(49) ,€2409191121.

Norris, G. ,& Brookes, A. (2021 ). Personality, emotion and in-
dividualdifferences in response to online fraud. Personality
and Individual Differences ,169,109847.

Norris,G. ,Brookes, A. , & Dowell, D. (2019). The psychology
of internet fraud victimisation; A systematic review. Journal of
Police and Criminal Psychology,34(3),231 -245.

Peer,E. ,Egelman,S. ,Harbach, M. , Malkin, N. ,Mathur, A. , &
Frik,A. (2020). Nudge me right ; Personalizing online securi-
ty nudges to people’ s decision — making styles. Computers in
Human Behavior 109 ,106347.

Pennycook ,G. ,Fugelsang,J. A. ,& Koehler,D. J. (2015). What
makes us think? A three — stage dual — process model of ana-
lytic engagement. Cognitive Psychology ,80,34 -72.

Petty,R. E. , & Cacioppo,J. T. (1986). The elaboration likeli-
hood model of persuasion. In Advances in Experimental Social
Psychology( Vol. 19,pp. 123 —205) . Academic Press.

Ribeiro, L. , Guedes, I. S. , & Cardoso, C. S. (2026). Eyes on
phishing emails: An eye — tracking study: Liliana Ribeiro.
Journal of Experimental Criminology,22(1),189 -211.

Ross, M. , Grossmann, 1. , & Schryer, E. (2014 ). Contrary to
psychological and popular opinion,there is no compelling evi-
dence that older adults are disproportionately victimized by
consumer fraud. Perspectives on Psychological Science,9(4) ,
427 -442.

Shang,Y. , Wang, K. , Tian, Y. , Zhou, Y. ,Ma, B. , & Liu, S.
(2023). Theoretical basis and occurrence of internet fraud
victimisation ; Based on two systems in decision — making and
reasoning. Frontiers in Psychology ,14,1087463.

Shang, Y., Wu, Z. , Du, X., Jiang, Y., Ma, B. , & Chi, M.
(2022) . The psychology of the internet fraud victimization of
older adults: A systematic review. Frontiers in Psychology,13,
912242,

Shao,J. ,Du, W. ,Lin, T. ,Li, X. ,1i,J. , & Lei, H. (2019).



480 i BEE R

2026 4E

Credulity rather than general trust may increase vulnerability
to fraudin older adults: A moderated mediation model. Journal
of Elder Abuse & Neglect,31(2) ,146 - 162.

Stagnaro,M. N. , Pennycook, G. , & Rand, D. G. (2018 ). Per-
formance on the Cognitive Reflection Test is stable across
time. Judgment and Decision Making ,13(3) ,260 -267.

Toplak ,M. E. , West, R. F. , & Stanovich, K. E. (2011). The
cognitive reflection test as a predictor of performance on heu-
ristics — andbiases tasks. Memory and Cognition,39(7) ,1275
- 1289.

Vartanian, O. , Beatty, E. L. , Smith, I. , Blackler, K. , Lam, Q. ,
Forbes,S. ,& De Neys, W. (2018 ). The reflective mind; Ex-
amining individual differences in susceptibility to base rate
neglect with fMRI. Journal of Cognitive Neuroscience ,30(7) ,
1011 - 1022.

Vartanian, O., Lam, T. K., Maceda, E. , & De Neys, W.
(2021). Can a fast thinker be a good thinker? The neural
correlates of base — rate neglect measured using a two — re-
sponse paradigm. Cognitive Neuropsychology,38 (6),365 —
386.

Vishwanath, A. (2016 ). Mobile device affordance; Explicating
how smartphones influence the outcome of phishing attacks.
Computers in Human Behavior 63,198 —207.

Vishwanath,A. ,Herath,T. ,Chen,R. ,Wang,J. ,& Rao,H. R.
(2011). Why do people get phished? Testing individual
differences in phishing vulnerability within an integrated in-

formation processing model. Decision Support Systems,51(3),

576 - 586.

Wang,F. ,& Topalli, V. (2024). The cyber — industrialization of
catfishing and romance fraud. Computers in Human Behavior,
154,108133.

Wang,J. ,Herath,T. , Chen, R. , Vishwanath, A. , & Rao,H. R.
(2012). Research article phishing susceptibility; An investi-
gation into the processing of a targeted spear phishing email.
IEEE Transactions on Professional Communication, 55 (4),
345 -362.

Wen, X. , Xu, L. , Wang, J. , Gao, Y., Shi, J. , Zhao, K. ,. ..
Qian,X. (2022). Mental states: A key point in scam compli-
ance and warning compliance in real life. Iniernasional Jour-
nal of Environmental Research and Public health,19 (14,
8294.

Whitty ,M. T. (2018). Do you love me? Psychological character-
istics of romance scam victims. Cyberpsychology , Behavior ,and
Social Networking ,21(2),105 —109.

Whitty ,M. T. (2019). Predicting susceptibility to cyber — fraud
victimhood. Journal of Financial Crime ,26(1) ,277 —=292.
Whitty ,M. T. (2020). Is there a scam for everyone? Psychologi-
cally profiling cyberscam victims. European Journal on Crimi-

nal Policy and Research ,26(3) ,399 —409.

Xu,F., Liu, A., & Li, X. (2025). Victimization mechanisms
and countermeasures in telecom network fraud: A dual - sys-
tem theoretical perspective. Frontiers in Psychology, 16,

1637935.

The Psychological Mechanisms and Influencing Factors of Victims being
Cheated in Telecom - internet Fraud

Xu Fuming'” ,Ma Guorui' ,Li Xinjing',Shen Youtian®

(1. School of Psychology, Yunnan Normal University , Kunming 650500 ;

2. School of Education Science , Nanning Normal University, Nanning 530299 ;
3. School of Psychology,Jiangxi Normal University , Nanchang 330022 )

Abstract ; Telecom — internet fraud is a typical form of remote ,non — contact fraud that exerts significant adverse effects on individuals’

property security ,mental and physical health,and interpersonal trust. Its victims span different social strata, indicating its broad social

impact. This study focuses on victims’ cognitive processing and decision — making processes in the context of Telecom — internet fraud,

and systematically integrates the psychological mechanisms and influencing factors underlying fraud victimization. On this basis,an inte-

grative model is constructed from the perspective of dual — system theory to further explain the psychological processes and behavioral

mechanisms through which victims are deceived in telecom — internet fraud. The present study provides theoretical support for psycho-

logical explanations of telecom — internet fraud victimization and for the development of targeted intervention strategies.

Key words : telecom — internet fraud ; psychological mechanism;double — system theory; victim prevention



